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Bellow are listed minimum requirements for Endpoint Detection and Response solution:

Deployment type SaaS.
Endpoint count : 6500.
Supported OS types: Windows(client), windows Server, Linux, Mac OS.
Minimal data retention period 90 days.
Signature based malware protection.
+  Heuristic and behavioral analysis of running processes for malware detection.
Monitoring of different types of events. Minimal list of events:
0o Process creation/access
o File creation/modification/deletion
o Network connection
o DNS query
o Registry key creation/modification
o Scheduled tasks creation/modification/deletion
0 Driver load
Ability to open shell on host.
Ability to run custom script on host.
Threat hunting capabilities:
o Query language to search for generated events.
o Normalized fields.
o Custom detection rules creation.
Host isolation.
Vulnerability assessment of operating system with installed applications.
Device control.
Firewall management.

Dashboard/reporting capabilities.

Nice to have requirements are:
+  Implementation support of product.
*  Optional 180 days of retention period or Optional 365 days of retention period.

Related product/service that could improve proposal.



Ability to dump memory for specific and/or all processes, gather MFT data for file system, gather Web history data.
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