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©HE3S e Opver voltage protection

e Over current protectio
e Over temperature protection
e Short circuit protection
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L2 30099&5305 e IEEE 802.1D
e IEEE 802.1q
e IEEE 802.1s

e IEEE 802.1w
e LACP

535393000 IMmbMm3b930 e LLDP

e MSTP

e STP Portfast

e ICMP Vlans

e static [P

e Trust Ingress DSCP
e COS

e Priority Port

e port - security

e IGMP querier

e DHCP server SNMP v2/v3
e SNMP traps

e syslog

e IGMP snooping

e DHCP snooping

e BPDU guard

e Etherchannel

e Alarms

e PoE capability

e Smartport Macro

e SPAN/Port Mirroring
e Strom Control

e EDS
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e Overvoltage protection
e Over current protectio
e Over temperature protection




Short circuit protection
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SCADA, DNP3, Raw Socket TCP, and UDP
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e RIPv1 s RIPv

¢ GRE s MGRE

e STP

o NAT

e DHCP server, relay, and client

e Dynamic DNS

e DNS proxy

e DNS spoofing

e Access Control Lists

e IPv4 s IPv6 multicast

e [P Service-Level Agreement

e OSPFv2 s OSPFv3

e BGP

e EIGRP

e Virtual Route Forwarding Lite

e Next-Hop Resolution Protocol

e Serial data encapsulation and relay
e L2TPv3 over sub-interfaces and VLAN

MLBOBOHOBMYOS

e SSL VPN for secure remote access

e Hardware-accelerated encryption with minimal
impact to system performance

e NGE s QCR s6pam©Homdo, OHmammoss AES-
256, SHA-384 o> SHA-512

e PKI-ol dbostrqsdgco




20 IPsec tunnels

NAT transparency

DMVPN

Tunnel-less Group Encrypted Transport VPN
Flex VPN

IPsec stateful failover

VRF-aware IPsec

IPsec over IPv6

Zone-based policy firewall

VRF-aware stateful inspection routing firewall
Stateful inspection transparent firewall
Advanced application inspection and control
Secure HTTP (HTTPS), FTP, and Telnet
Authentication Proxy

Dynamic and static port security

Firewall stateful failover

VRF-aware firewall

CoPP

Flexible packet matching

Network foundation protection

QOS
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LLQ

Weighted Fair Queuing

Class-Based WFQ

Class-Based Traffic Shaping
Class-Based Traffic Policing
Policy-Based Routing

Class-Based QoS MIB

CoS to DSCP mapping

CBWRED

RSVP

RTP header compression

DiffServ

QoS pre-classify and pre-fragmentation
HQoS
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Dual active LTE
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NETCONF
RESTCONF
IETF YANG
Python scripting
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