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BBenenue

JlanHOE TexHMYecKoe 3aJaHus IpeAHa3HaueHa I TPOSKTUPOBaHUS U BHeApeHus cuctembl SCADA
Ha I'DC-ax «GIG». IIporpaMMHbIe KOMIUIEKCHI JaHHOIO Kiacca, MCHOJb3YIOTCS KaK 3JIEMEHT CHUCTEM
ABTOMAaTH3allMM TIPOMBIILICHHBIX IIPOIECCOB. B HTaHHOM [OKYMEHTe pedd HAET O MPOU3BOACTBE
anexkTpo3nepruu Ha ['DC-ax «GIG».

B oToM pasnmerne ONUCHIBAIOTCS KOHKPETHbIE TEXHHYECKHE TPeOOBaHUs, OXBaTHIBAIOIINE
MMPOEKTUPOBAHUE, MOHTAX, MMapaMeTPHU3aIUI0, HACTPOHKM M BBOJ B JKCIUTyaTal[Ui0, MajJOWd CHCTEMBI
SCADA.

Jns coznanus cuctembl SCADA Ha 'DC momkHbl ObITH BHeApeHBI muppoBeie cucteMbl ACY.
Koropsie cocrosiT u3:

- U3MEpHTEJBbHBIX JaTYNKOB;
- HCIIOJIHHUTEIIBHBIX MEXAHU3MOB;
- KOHTpOJUIEPOB cOOpa NaHHBIX OT JATYUKOB, OT OJIOK SJIEKTPUUECKUX CXEM U HX

COCTOsIHHUA.

B otnenpubix ciydasx SCADA cucteMbl MOTYT IPUMEHSTHCS Ha YPOBHE KOHTPOJUIEPOB, BBIMNONHIS PU
9TOM (PYHKIMH KOHTpoJLIepa, a Takxke GpyHkuuu SCADA cuctemsl.

B Hacrosmee Bpemsi cymiecTByeT aoBoJibHO Oombiioe uucio SCADA cucrem. [lomasmnsromee
OonpMHCTBO U3 HUX padotaer moa OC Windows cemeiictBa NT (iFIX ¢upmer Intellution (CILIA), makeT
nporpamm Genesis (CIIA), InTouch koprnopanuu WonderWare (CILIA, «muonep» B obnmactu «SCADA
mox Windows»), WinCC ot Siemens (I'epmanus), Trace Mode ot Adastra (Poccus)). B To ke Bpems
peiHOK SCADA mon Unix nogobusle OC (B wactHocTH, Linux) mpeacraBieH Kyaa Ooliee CKpPOMHO:
ScadaBase or MODCOMP, Linux PRISM SCADA ot Advanced Control Systems, AccessPoint ot
Accessware u ap. xenaTtenHo s coznanug cucteM CCADA uncnon3oBaTh OAUH U3 HUX, BBIIIE YKA3aHHBIX

MPOrPaMMHBIX 00ECIICUCHHUIA.



1. OcHoBanue 1151 pa3padoTKH

OcHoBaHMEM i1 pa3pabOTKM M BHEAPECHUS JAHHOW CHCTEMEHI siBisieTcst Yka3z NelO; I'pysunckoint
HallMOHAJIbHOH KOMHCCHM TI0O DHEpPreTuke W BoJocHaOkeHuto oT 17-ro Ampens 2014 roma, «O6
yrBepskaeHun IlpaBun  cereit». CornacHO yka3dy KOMIIAHMM 3aHHMAIOIIMECS POHM3BOICTBOM
JIEKTPO3HEPIUU AOJKHBI ycTaHaBnuBaTh Ha 'OC-ax cuctembr SCADA.

W3 mpaBmiax cereit cinexyer ydects, uro Ha ['DC- ax xommanuii GIG A0KHBI yCTaHAaBIMBATh
cucreM SCADA. B nannbiif MmomeHT B pacniopstkeHnid GIG nmeercst 8§ '9C. B 2018 roay mianupyercs,
Havath ycraHoBKY cucteMbl SCADA Ha 3 I'DC. [nsa ycranoBku cucreM SCADA, ocobeHHOe BHUMaHHE
JIOJDKHBI OOpaTUT Ha clieAyomue myHkTax. Paznenm Ne4S; 4-uii, 5-uitn 6-0if myHKTaX, 00 yCTaHOBICHHHA
cucreM SCADA, Ne45.4 O06 cereil koMMyHUKanuii 1y obecrniedeHus: OecriepeOOiHOM SKcIuTyaTanuii
cuctreM SCADA. Cosmectumocts cucteM SCADA I'OC k cucremam SCADA w#cCmonb30BaHHBIA

LIEHTpaJIbHOM aucneTuepckoi. Ne45.6 mpasuiia u 1eib akcrryaranuil cuctem SCADA.
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2. lleanb u Ha3HauyeHus cucteM SCADA

Cuctema SKADA npenHa3HayeH AJs CIEKEHUS U KOHTPOJIS IPOU3BOJACTBEHHBIX POLIECCOB B
I'DC-ax, B peanibHOM Bpemenu. Cuctema SCADA obecrieunT BU3yalnnu3aluio MPOLEecCOoB U YIIPABICHUE
3JeKTpuIecKux ceted. A moacucrema Bmsyanmsanun SCADA nomkHa ydecTh clemyloliee:

- BHU3yaJIM3aLMsL:

e OmepaTUBHOHN MH(POPMALINU: 3HAYCHUH MMapaMeTPOB MPOU3BOACTBEHHOTO MpoIiecca.

*  3HayeHUil MOLIHOCTEH, TOKOB, HAIIPSXKEHUH U 4aCTOTHI TuApoarperaToB Ha muHax I'OC.

*  CocTosiHUS BBIKJIIOUATENeH, Ha IMHAX U BLEMH I'eHepaTOPOB.

*  HapyUICHWH MapaMeTpaMy PEeTJIaMEHTHBIX TPAHUI] (aJapMOB). ABapUHHBIE CUTHAIBI.

* apXMBHBIX JAaHHBIX: 3HAYCHHWH IapaMeTPOB; TEKCTOBBIX COOOIICHWH O HapyLICHHUIX
BEJICHUsI NPOU3BOJCTBEHHBIX IPOLECCOB, AEHCTBUAX I0JH30BATENS MO YMPABICHUIO
MPOIIECCOB, a TAK)KE CHCTEMHBIX cO00meHnH HeKOTophIX mojacucteM ACY u SCADA;

* ynpaenenue ¢ nomomplo SCADA TexHuueckuM 000pyJOBaHHMEM Ha JaHHOM JTare B

I'9C-ax GIG, He mmaHupyercs:

Memz[yHapoz[HHe CTaHAapThl JOJDKHBI IPUMCHATHCA HJIA allllapaTHOTO W IIPOrpaMMHOI0 PIHTep(i)efICOB,
YTOOBI MO3BOJIHUTH ITOIIAIOBOE BHCAPCHHUE MW PACHIMPEHHUE CHUCTEMBI C TOYKHU 3PCHUA 060py)103aH1/1;1,

MIPOTPAMMHBIX (DYHKIIHMI 1 B3aHMOCBSI3H C JPYTHUMH KOMITBIOTEPHBIMH CHCTEMaMH.

Cucrema nomkHa paboTaTth B IBYX pexkumMax - pazpadorku (Development) u ncronHeHus
(Runtime).

[Mpumenenne SCADA cucrembl SCADA COBMECTHO € MOJICUCTEMON BU3yalTU3aIlluH U
cucreMaMu ACY 10JDKHBI 00€CIIEYUTD:

1. moBBIIEHNE KayecTBa SJIEKTPOIHEPTHH 32 CUET:

*  ONEpaTHUBHOTO MpeJCTaBIeHUs HHPOpMAIMU 00CTYKHBAIOLIEMY TIEPCOHATY O COCTOSHUH
o0opymoBanus u mporeccamu nmpoucxoasmue B '9C B pexxume peanbHOTO BpEMEHH;

*  KOHTpPOJIA ACUCTBHUU ONEPaTOPOB, YIPABIAIOLUIMX TEXHUUYECKUM 000pYyJOBaHUEM;

*  apXUBHPOBaHHS MapaMETPOB TEXHUYECKUX W TEXHOJOTHUYECKHX IPOIECCOB BO BpeMs

BBIPaOOTKHU 3JIEKTPOIHEPIUH;

2. [ToBbIIeHHE 0€30IaCHOCTH BEACHUA NPOU3BOACTBCHHBIX ITPOLIECCOB 3a CUCT obecrieueHust pa6OTI>I
TCXHOJIOTHYECKOI'o 060py)101saH1451 0e3 IMOCTOSHHOTO OPUCYTCTBUSA B 30HC €T0 pasMCIICHUA

OKCIITyaTallTuOHHOT'O II€pCOHAJIA.

B 00mem, Bce (hyHKIIMHM COOTBETCTBYIOMIETO nMporpaMMHoro ooecriedennss SCADA nomkHbI ObITh
OCHOBAHBI Ha CTAHJAPTAaX OTKPHITOW apXUTEKTYPBI, TaK, YTOOBI MPHUIOKEHUS MOKHO OBLIO NepeMeIarThb
MeXJy KaccaMM pa3iIuyHbIX cepBepoB. [IporpaMmHoe obecnieueHre A0JKHO 00€CIeUUTh OBBIIIEHHYO

TUOKOCTh HHTETpaliuy ¢ ApYTUM IIPOTrpaMMHBIM obecIieueHHEM.
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Bce ob6opynoBanue anmapaTHOro o0ecredeHus 10HKHO OBITh OT U3BECTHBIX MOCTABIIUKOB U OPEHIOB,
4TOOBI 00ECTIEYHUTH TOCTYITHOCTh MOACPIKKH, 3aIMaCHBIX YacTel, paCXOIHBIX MAaTEPHAIOB U 3aMEH Ha
tepputopun I 'py3un. Bee cepBeps! u npyroe 060pyaoBaHue, KOTOPBIE MTPeIHA3HAUYEHBI JJIS1 PACTIONO0KCHUS

B KOMIIBIOTCPHBIX IMOMCIICHUAX, JOJIKHBI MOHTUPOBATLCA B CTOﬁKy.

OcHOBHBIE cepBepbI

OcCHOBHBIE cepBephl JODKHBI OBITh HCIONB30BaHbl st PyHknuid SCADA u 6a3bl IaHHBIX PEAbHOTO

Bpemenu (Real Time Data Base - RTDB).

OnepaTopckue KOHCOJIA

Omneparopckue KOHCOJNH JOJKHBI COCTOSITh M3 BBICOKOIIPOM3BOJUTENBHON pabodell CTaHIMU C
IJIOCKOOKPAaHHBIMH JHCIUIesIMU ¢ TionHOW Tpadukoit (LED), kak MuaumyMm 24 proiima (auaroHanbHas
IIMPUHA) KaX]IblH, C MUHUMAIBHBIM pa3penienneM B coorBercTBuu ¢ VESA Standard UXGA (1600 x
1200).

Kaxxnast n3 KoHCONEH NOMHKHA OBITH IOJHOCTHIO OCHAIIIEHA HEOOXOAMMOMN BBIYUCIUTEIBHON MOIIHOCTBIO,
ONEPaTHUBHON MaMAThIO, MECTOM Ha JKECTKOM JAMCKe, KJIaBHATypoOll, yKa3bIBalOUIMM YCTPOHCTBOM H
ceTeBbIMU O0BEKTaMH. JJIsi aKyCTHUECKOW CHUTHAIM3AIMM KaKAas KOHCOJIb OmepaTopa NOJbKHA OBITh

o0opynoBaHa 3ByKOBOH KapTOH U AHHAMUKAMHU.

I'papmueckuii naTepdetic nonp3osarens (GUI) onepaTopckux KOHCOJEH TOMKEH COOTBETCTBOBATh

UMEIOLUMCs cTanaapTam: TakuM, kak OSF / Motif, X-Windows wiu MS Windows.

Hucruieit ¥ QyHKOMM YIpaBiIeHUS OKHAMH MPOABHHYTOH CHCTEMBI C OOBEKTHO-OPUEHTHPOBAHHBIM
YeJI0BEKO-MaIllMHHBIM - uHTepdeiicom (UMM) nomxkHbl OBITH JOCTYNHBI A Pa3lWYHbIX YPOBHEH

0TO6pa)KCHI/ISI CHUCTEMBbI, BKJIXOYas:

* oToOpakeHHe reorpaduyeckoil CHUCTEMBI, Hampumep, i1 0030pa ceTh U HH(pOpManuu O
COCTOSIHUH CETH, a TAKKE IIOTOKA SJIEKTPOIHEPTUH U MapK CTAOMIBHOCTH HANPSKEHHUS

* OJHOJMHEHHOe u300pakeHHe M [OoJlyuyeHus [oApoOHOH uHGoOpManmMu O IIOTOKe
AIIEKTPOIHEPTHH U MOICPIKKU HANIPSDKEHHS IS Pa3JINYHBIX YPOBHEH HaINPsIKESHUS

* noxpoOHoe 0TOOpaKEHUE MOJICTAHIUH IS IPEICTABICHNS COCTOAHU (CTaTyca) BBIKIIOYATEINS,
C BO3MOXXHOCTBIO TIOKa3aTh B JAPYIOM OKHE TaKKe AeTallb MOACTAHIMK, HaXOIsIIecs Ha
yIQJICHHOM KOHIIE.

® YYaCTKH, CIIMCKHU, MaTpHIbI U T.1., YTOOBI 0TO6pa>KaTL CO6LITI/I$I, CUT'HaJIbl TPEBOI'U, OTUCTHI.



YcranoBka BPEMEHH U 4aCTOThI

B LleHTpe KOMITaHHU JTOJHKHO OBITH TPETyCMOTPEHO YCTPOHCTBO BPEMEHH U YaCTOTHI JIJISl OTIPEeIICHHS
KOOPIMHUPOBAHHOTO BPEMEHHM Uil Bced cuctembl, KOHTpoIbHOE(ITaJOHHOE) BpeMs IOJDKHO OBITh
TMOJTy4€HO OT MPUEMHHUKOB, HCIIOJIB3Ys CUTHAJIBI CITy THUKOB [ 100ansHOM HaBuranuoHHoi cucremsl (GPS).
[IpreMHHUK BpeMeHM JOJKEH BKJIIOYAaTh KOMIICHCALMIO 3aJEPiKKU paclpoOCTpaHeHus], 4ToObl 00eceunTh
0011yto To4yHOCTb B + 1 Muiin Cek U JOJDKEeH TakKe BKIII0YaTh CMELEHHE, YTOOBI 00eCIeYnTh KOPPEKLUIO
10 MECTHOMY BpeMeHH. BHyTpeHHss 6a3a BpeMeHH I0JKHA UMETh CTaOMIbHOCT B 1 MuJIH cex B 4ac Win

JTydIe.

Apxus / Uctopnyeckune CepBepbl

Apxu / Ucropudeckue cepBepbl. [J0JKHBI OBITh peali30BaHbl B COOTBETCTBHU C KOHIETIIIUEH ITOIHOTO
ropsiuero pesepBupoBanus- full hot-standby redundancy concept, u momxHBI OBITH 000pPYAOBaHBI
JOCTATOYHOH EMKOCTBIO 3allOMHHAIONIEro YycTpoiictBa. Bepnomuxarmm, ¢GyHKIMH GHIBTPOBAHUS U
BEIYHCICHHUS H T.H., KOTOpPBIE HEOOXOMUMBEI At 3(P(HEeKTHBHOTO XpaHEHHS HCTOPHUYSCKHUX JaHHBIX,
BOCCTaHOBJIEHUSI 1 00pa®oTku. CepBepbl JOJKHBI OBITH CHA0KEHBI JOCTATOYHBIMH 3aIIOMHHAIOMIUMHU

YCTPOMCTBaMU B COOTBETCTBHH C TPEOOBAaHHUAMHU K pa3Mepy apXHBOB.



3. OcHoBHas cTpykrypa cucteM SCADA B GIG

CormacHo TpeOoBaHMIM «mHpaBuil ceTei», ['DC-ax B momumHeHue [waposHepro nemapraMeHTa
KoMmaHu#, ansi ycraHoBku cucreM SCADA, HYXHO TpPOBOJIWUTH TEXHUYECKOE IIE€PEBOOPYKECHHE
HEKOTOpBIX cucteM. HeoOxommmo Takxke ycraHoBUTh HOBble cuctembl ACY Ha «bxyx» I'9C u Ha
«Punieyna» I'DC. lludpoBsle TUPUCTOPHI CUCTEMBI BO30YKIEHUS, PETYJISTOP CKOPOCTH THIpOArperara ¢
1U(POBBIMHI CUCTEMAMU yIIPaBI€HU 1 MOHUTOPUHIa, IU(PPOBBIE CUCTEMBI peJIeHOM 3alUThI, LU(POBBIE

TCXHOJIOTUYCCKHUEC 3allIUThI.

Crpykrypa u apxutektypsl SCADA, npejicraBieHo Ha puc.l. cOOp JaHHBIX MPOU3BOIUTCS HA
kaxaeii 'DOC Ha 0Oase cepBepa mMmerommiics, cucreM nmgposoro KoHTposs. Ilepenmada maHHBIX
npousBoauTcs ¢ ceredd uHTepHera 3G ninu 4G moAIepKKO.

U3 ceprepa kaxzaoit [DC nmanHble OyayT mepeaaHbl B LEHTPAILHOW NUCIETYEPCKOH CITyKOBI
OnexkTpocucTeMU. YPOBEHb JOCTyNa LEHTPAJIbHOM JUCIIETUEPCKOM City>k0, BbIIAeTCAd B COOTBETCTBHUU
TpeOOBaHUN «IIPAaBUII CETEN» U 1OrOBOPa C EHTPAIBHON JUCIIETYEPCKON CITyKOBI.

B paMkax naHHOro TEXHHYECKOTO 3a/aHus MIaHupyercs BHeApsTh cucreMy SCADA Toibko Ha
tpex ['DC: «Pauay I'DC, «Pumeyma» I'DC, u «bxyx» ['DC. Tompko Ha «Pagay I'DC ocHameHs
COBPEMEHHBIMH HU(PPOBBIMH yCTPOHCTBAMH, KOTOPbIE MOYXHO HCIIOIB30BATHCS Il MOCTPOCHUS CUCTEMBI

SCADA.
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4.1.

4. Texnnueckue ganubie I'2C

Texnnueckue onmucanue I'2C

B paMKax YKa3aHHOT'O TEXHUYECKOI'O 3a/IlaHUs. HpeILCTaBJ'IHCM OCHOBHBIC JJIEKTPHUUCCKUE U KPATKOE

TCXHUYCCKOC OIMMCAHHEC FZ‘)C, B tabmuue 1. Hpe,Z[CTaBJ'ICHLI T€ OCHOBHBIC TCXHHUYCCKHEC 060py,Z[OBaHI/I${,

KoTopble pazmenieHn Ha I'IC-ax.
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KOHTPOJISt
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HudpoBbIX yCTpOUCTBa, KOTOPBIE pa3MelIeHbl Ha BbIIeyKa3aHHBIX ['DC JOIKHBI OBITH 110
Bo03M0XHOCTH HCTIOIB30BaHUE U BKJIIOYEHBI B HOBBIE cucTeMbl U cucteMy SCADA »Tux ycTpoiCTB.

Koropsie pazmemienst Ha ['OC. Byner pemiarcs BoBpeMs: IPOSKTUPOBAHUE CUCTEM.

4.2. KOJUYeCTBO JAHHBIX /4 nepeaaydu mo cucreme SCADA

Ha pucynke 2. IlpencraBneno onHonuHedHas cxema «Paua» u «Puneyna» I'DC. Otu I'ac
PacmosoXKeH B OTHOM IOMEUICHUI 1 IMeeT OHY JuHerHoro cxemy. Jlis atux ['OC B cucreme SCADA
JIOJDKEH TepeliaBaTh clieaymoilee HHPopMmamms B 6,3 KWIOBOJBT IICMBI: aKTUBHAS MOIIHOCTh Ha
BBIX0/IaX TEHEPATOPOB, pEAKTUBHAS MOITHOCTH Ha BBIXOJaX T€HEPATOPOB, TEHEPATOPHOE HATIPSIKCHHS
1o azam, Toku 1o (pazam Ha BBIXOJIE TEHEPATOPOB, YACTOTA M WHAMKAIIHS MOJIOKEHUH BBIKITIOYATENCH
reHepatopoB. U3 meneil 35 KUIIOBONBT MO CHCTEME MepeaéM CUTHAIIBL: HAlpsKeHUs 1Mo ¢a3aM Ha
OTIENBHBIX IMMHAX, akTuBHas MouiHocTh JIEII, peaktnBHass mouniHocts JIEII, akTMBHas MOIIHOCTB
TpaHC(OPMATOPOB, PEaKTUBHAS MOIIHOCTH TpaHcopmartopoB, Toku JIEIl mo daszam, gactora u

WHIUKAIMS IOJI0KCHUM BRIKITIOYATEIICH.

ITo cucreme SCADA mnepena€rcst ¥ CUTHaIBI 3alllUTH, B OCHOBHOM (ajapmbi). KommuecTBo

CHTHAJIOB 3aIlIUTH coracyercs K I ocy1apcTBEeHHOro DJIeKTPOCHCTEME.

i1 405 Q5 Q5 G 4005 QS

LY

Gadadglbo @ogneradgbo {r—& 4 + = Ay
[T &1 T ]

b bamdgeno

Puc.2.0gnonuneiinnas cxema «Paua» u «Puceyna» ['DC.



11

Ha pucynxke 3. [lokazano onnonuHeitHast cxema «bxyxo» I'OC. B aToMm ciyuae Toxxe 1o cucreme
SCADA mnepenaéres cnenyromue WHPopManus B 6,3 KWIOBOJNBT IEMbl: aKTWBHAS MOIMHOCTh Ha
BBIX0/IaX TEHEPATOPOB, PEAKTUBHAS MOITHOCTh Ha BBIXOJ]aX TEHEPATOPOB, FEHEPATOPHOE HATIPSIKCHHUS
o (azam, TOKH 110 (pa3aM Ha BBIXOJI€ TEHEPATOPOB, YACTOTA U MHAHMKAIIUS MTOJIOKESHUHN BBIKITIOUaTenen
reHepaTopoB. M3 neneil 35 KHIIOBOJBT MO cucTeMe INepenaéM CUTHAJBI: HalpsDKeHUs 1o (azaM Ha
OTHENbHBIX IMMHAX, akTuBHas MouHocTh JIEII, peaktuBHass mourHocts JIEII, akTUBHAs MOIIHOCTH
TpaHcopMaTopa, peakTHBHAsh MOLIHOCTH TpaHcpopmaropa, Toku JIEIl mo ¢aszam, dactoTa H

WHIUKALMS ITOJI0KEHUN BBIKIIFOYATEIIS.

ITo cucteme SCADA mepena€rcst M CUTHAIBl 3alllUTH, B OCHOBHOM (ajapmsbr). KommuecTtBo

CHUI'HAJIOB 3allIUTH COTJIACYCTCA K FOCYI[apCTBeHHOFO 9HeKTpOCPICT€Me.
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puc. 3. OgnonuuelninHas cxema «bxyxa I'2C».



12
4.3. Cpasb I'9C k UnutepHeram

Ces3u ['9C-0B k HHTepHeTaM ompeAenseTcs Ha CBSA3aX HACTOALIEE BpeMs. DTH BUJ CBS3H MOXKHO

MIPEJCTABUTh K CICAYIOMNM (popMam.

No cBs3u ['OC k MaTepHeTom

Ha3sanue [ 9C OTITHKA BOJIOKOBBIN CBSI3b TeKy4as CBs3b
1 Paua I'OC [Inannpyercs 4G mogem Martu
2 Punieyna I'DC [Tnanupyercs 4G moxem Martu
3 Bxyxa I'9C [Tnanupyercs 3G monem Martu

Bo Bpems mpoextupoBanust cucteM SCADA nns nepenaun JaHHbIX. JIOMKHBIA yuecTb B Oynymiem

TOABJICHUS OIITUYECKOT'O CBA3U C UHTCPHETOM I'DC.



13

5. TpeGoBaHue K NporpamMMe M TEXHMYECKHM CpeICTBaM

5.1. TpeGoBanue Kk PyHKIHOHATbHBIM XapaKTepUCTHKAM

@ynaxnun SCADA n GpyHKIui BU3yann3annuy JOJKHEI BKIIOYATh:

* oToOpakeHHE OIepaTHBHOW M Tekyued uHpopMmauuu. BeneHus mpou3BOICTBEHHOTO
mpoliecca B YHCIOBOU, rpaduveckoii (B BUIe MHEMOCXEMBI SJIEKTPHUECKON) hopmax;
* CHUTHAIM3ALMUI0 O HAapyUIEHUSAX BENEHHMS I[POU3BOJICTBEHHBbIE IIPOIECcCaM LBETOM,
MurasieM (oHa, JIMHHUHA, TeKcTa, IepeyHeM HapylmeHWd B TaOJIM4YHON (opme; BBIBECTH
OTHeNbHBIX Trpadax KOHKPETHbIE aBapUiHBIE CHTHAJbl, NPOU3BOAALINE LUPPOBHIMH
yCTpOICTBaMH 3aLIUTHI.

Honcucrema Busyanuzanmu SCADA B nponecce cBoero (yHKIMOHUPOBAHHUS B KAU€CTBE BXOJHBIX

JIOJDKHA UCTIOIB30BaTh JaHHbIe ciaeayonmx noacucreM SCADA, pacnonoKeHHBIX Ha yJacTKax.

. HOACUCTEMBI apXHWBOB - U1 OTOOpakeHHMs AapXUBHBIX 3HAUYCHWH IapaMeTpOB
HPOU3BOJCTBEHHOI'O MpOLECCa, BCEH CHUCTEMBI M OTOOPAXKCHUS] COOOLICHUH O MOCTYIUICHHU
Pa3IM4IHOrO PoJa COOBITHH;

. NOACUCTEMBI ~ 0€30MacHOCTH - ISl TONYyYCHHS CHOHCKA  3aperHCTPHPOBAHHBIX

MOJIL30BaTEJIEH.

B kauecTBe BBIXOIHOI I/IHq)OpMaLII/II/I IOACHUCTEMbI BU3YAJIM3allNU BBICTYIIAOT:

. n300paXKeHue Ha JIUCILIEE;
: U3MEHEHHBIE OIEepaTOpOM TEKyIIMEe 3HaueHUs MapaMeTpoB IPOU3BOJICTBEHHOIO
Ipoliecca, IOCTyIalOLUE B IIOJCUCTEMY N1apaMETPOB.
Kondurypanus noxcucreMsl BU3yalnu3aliy J0JDKHA COXpaHAThes B (aitnax popmara xml.
Hukn oOHOBIeHHA omepaTMBHOM HWH(OpMamMuW Ha SKpaHe HE JOJDKEH MPEeBbIAaTh |

CCKYH/BI.

5.2. Tpe6oBanue K HAIEKHOCTH

ObecneueHne HaJEKHOTO (hYyHKIIMOHUPOBaHHS u 3aImTa OT

HECAaHKIMOHHUPOBAHHOT'O AOCTYIIAa CUCTEMBbI pCaIN3yCTC Ha HECKOJIbKUX YPOBHAX:

. Ha ypoBHe SCADA B 1ienom;
. Ha ypoBHE oTJenbHoH moacuctemsl SCADA:
. JUTSL KQYKJIOTO 3JIEMEHTa OTOOPAXKEHHUS - pa3rpaHUUCHUE TIPaB HA PEIaKTUPOBAHUE, Ty TEM

N3MCHCHUS BJIAZICIIbIIA U ITPAaB HA UBMCHCHUEC, YTCHUE U NUCIIOJTHCHUEC COOTBETCTBECHHO,
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° 06Hapy>1<eHHe BO3HUKHOBEHUA U BblJada COOTBETCTBYIOIINX COO6H.ICHHI>1;

HOI[CI/ICTCMa BU3yaJIM3allUl  JOJDKHA  YIOBJICTBOPATH TAKUM Tpe6OBaHI/I$IM Io

HaJIC)KHOCTH!
. HenpepbIBHAs paboTra 24 yaca B CyTKU U 365 nHEH B rox;
. KOJIMYECTBO OMMOOK - He Oosee 1 Ha 1000 onepaTopos;

5.3.  ¥YcaoBus 3kcniyatanuu

s obecnieuenus HagexHoro GyHKIMoHnpoBanus cucteM SCADA Ha moMenieHus X Heo0X0uMo
o0ecrevyeHue CIeayIOUMX YCIOBUM:

. temneparypa: 20-25°C;
. BIaxHOCTb: 40-60%

Kpanudukanus mepconana, 0OCITyKHBAIOLIETO MporpaMMHoO-TexHu4Yeckue cpeactsa ACY u
SCADA, nomxkaa obecrieunBats 3 dekTiHBHOE (yHKIMOHUPOBAHNE CHCTEMBI BO BCEX 3aJaHHBIX PEKIMaxX
U COOTBETCTBOBATH TPEOOBAHUAM K COOTBETCTBYIOIINM KaTEropusiM paOOTHUKOB, IPUHATHIM Ha CTAHIUAX
I'2C.

ACY 1npousBOACTBa 3NEKTPOIHEPrHMi HOIKHA OOCIIY)KUBAThCA IIEPCOHATIOM, IPOIIEALINM
o0yyeHHE W MPOBEPKY 3HAHMKA MO NpaBwiaM Oe30macHOM paboThl € MPOrPaMMHO-TEXHUYECKUMHU
CpeICTBAMH CUCTEMBI B MOPSIKE, IPUHATOM Ha MPEIIPUATHH.

CrnennanucTsl, 00CIy>KUBaIOIIKE TPOrpaMMHO-TeXHUYeckue cpeacTBa ACY npou3BoaCTBa

9JIEKTPOIHEPTHIA, TOJKHBI 001a7aTh 00bEMOM 3HAHUHN TOCTATOYHBIM JJIS:
. BBINOJIHEHHUS OllepaLiuii 0 peaau3alui COOTBETCTBYIOIMX aBTOMAaTU3UPOBAHHBIX
U B3aMMOCBA3aHHBIX C HUMH HEaBTOMATU3UpOBaHHBIX (yHkuuii ACY, mpou3BOACTBa
3JIEKTPO3HEPTUI U HKCIUTyaTallui THIPOr€HEPATOPOB;
. NPUHATHA NPAaBWIBHBIX PELICHUH B aBapUHHBIX CUTyallUsX WIM IpU JIPYTUX
HapyILIEHUAX HOPMaJIbHOM IKCIUTyaTally;

HaBbIKaMH, II03BOJIAIOIIMMHU C 3aJaHHOW O0e30IMOOYHOCTBIO M OBICTPOIEHCTBUEM BBINOJHATH BCE

OIepaIiK M0 TEXHUYECKOMY O0CITy)KUBaHHIO, MOHTAXY M HaJIaJIKe.

OrnepaTUBHO-TEXHUYECKUN nepcoHal JIOJKEH MIPOUTH o0yueHue pabote Ha

I'maposneKTpoCTaHIUSX ¢ TOCIIESAYIOMIEH MPOBEPKOM 3HAHUH B IIPHHATOM Ha HPEIIPUSITHH HOPSAKE.
5.4. TpeGoBaHue Kk cocTaBy M NapaMeTpaM TeXHHYECKHX
CpeacTB

Jns  dyskumonupoBanust cucteMbl SCADA  anmapatHoe oOecriedueHue KOMITbIoTepa
JOJDKHO YJIOBJIETBOPATH TAKUM MUHHMAJIBHBIM TPEOOBAHUSM:
*  BBIUMCHHTENBHAs cucteMa x64: D64 ¢ yactortoil npoueccopa nmopsanka 2,7 I'T';

*  0O3VY 4000 Mb;
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 HDD 500 I'b;

*  MOHHTOp;
*  KJIaBHATYpa;

*  MaHUIYJATOp "MbILIB".

Uro kacaercsi cpeactB ACY u cepBepoB, OHU JOJDKHBIM YZOBIETBOPATh TEXHUYECKHUE TPEOOBaHUS
BBOJIa/BBIBO/Ia M XpaHEHHs HH(POpMAaIHid 11 yripaBieHus 1 KoHTpoiist [ DC. DTu ycTpoicTBa TOMKHBI
ONTH PacIoNOXKEHB! B OTAETHHOM IKade ¢ BEHTWISNHEH M oTomuieHWeM. s CO3maHusl yCIoBHS

OKCIITyaTallu 3JICKTPOHHBIX YCTPOﬁCTB Ha BCEX CTaAUAX €ro OKCIITyaTalluu.

5.5. TpedoBanue k HHGOPMANMOHHOMH 1 NPOTPAMMHOII COBMECTUMOCTH

Cucrema SCADA B niporiecce cBoero ¢GyHKIIMOHUPOBAHMSI B KAUECTBE BXOIHBIX JaHHBIX
WCIIONB3YyeT NaHHble Npyrux noacucreM SCADA:
. MOJICHUCTEMBI TIAPaMEeTPOB - JIJISl TIOYYCHHsI CIIMCKA MapaMeTpoOB MPOM3BOJCTBA
AIIEKTPOIHEPIUH U UX aTpUOYTOB, 3HAUEHUI TapaMeTPOB, YIPaBJIECHUs IIPOLIECCaMHU.
. MOJICHCTEMBI apXWBOB - JUIA OTOOpa)XKCHUS apXWBHBIX 3HAYEHUI MapaMeTpoB
IIPOLIECCOB ¥ OTOOPaXKeHUs COOOIIEHHH O NOCTYIUIEHUH PA3IMYHOI0 poJia COOBITHUIA.
. [Moxcucremsl  1udpoBBIX pene 00 COOOMIEHUSIX alapMOB BO  BpeMs
IPOU3BOACTBEHHOTO IIpoLiecca.
. MOJCUCTEMbI 0€30MacHOCTH - Ul TOJYyYEHHUs CIUCKAa 3aperucTPUPOBAaHHBIX
MOJIb30BaTeNe BO BpeMsl yCTAaHOBKHU M ITPOBEPKH IPaB JIOCTYIIA.
IMoxcucrema Buzyanuzanuu, otkpeitod SCADA cuctembl JOKHA OBITH pa3paboTaHa Ha S3bIKE
C++, otkomnuupoBana ¢ momoltpsto kommuraropa GCC. B kauecTse rpadudeckoid OHOIMOTEKH TOHKHA
ucnonb3oBatbess QT3. Takue TpeGoBaHUS 00yCIOBICHBI 00IIEH Heel Kpocc TIaTGOpMEHHON CUCTEMBI
SCADA, u coBMectumocTu cucteMbl SCADA HEHTpaJIbHOTO AUCHETUYEPCKOTO YIIPABICHHUS.
CKoH(pUTYpHpOBaHHBIE KaJAPhI MPOM3BOJCTBEHHOM IpOIecce PEKOMEHIyETCS XpaHUTh B (aiiiax
tdopmara xml, mockonabKy 3TOT (hopMaT sBiseTcs yMOOHBIM IJiIsi XpaHEHHsS JaHHBIX 00 OOBEKTax B

TEKCTOBOM BHUC.

5.6. TpeGoBanme kK MAapKHPOBKeE H YIAKOBKe

Jnst onHO3HAYHOM MAEHTUUKAIIUHN TIoACHCTEMBI Bu3yanu3anun B cucteme SCADA HeoOxoanmo
KCIIONIb30BaTh HOMEp Bepcuu. Bepcusi mpexacraBisiercs B Buae TpEx nudp, pasfaenéHHBIX TOUYKOH,

HampuMmep, Tak: 1.2.3.
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Hocnenusst nudpa onpenenser ypoBeHb CTAOMIM3aLNUU CUCTEMBI B paMKaX OCHOBHOH Bepcuu. JlBe
Ipyrux nudpbl GOpMUPYIOT OCHOBHOW HOoMep Bepcuu. Ecnmu mepBas mudpa umeer 0, To cuctema emeé
paspabatbIBaeTcs, T.€. HE BCE 3alIPOCKTHPOBAHHBIC BO3MOKHOCTH CHCTEMBI PEaIn30BaHHI.

Hampumep, mHomep 0.3.4, roBopur, 4ro cuctema pa3zpadartsiBaercst 1 umeeT Bepceuto 0.3. [Ipu aTom
YPOBEHB CTAOMIIN3ALIMU COCTABIISIET 4.

PacrmipocTpansiercss mojcuctemMa BH3yalu3anuu Kak coBmecTHo ¢ cuctemoii SCADA, tak u
oTAenbHO. B mo0oM ciydae ansd yaoOHOTO pacnpoCTpaHEHHUs, MOACUCTEMAa BU3yalH3alMU JOJDKHA
YIaKOBBIBaThCS B NUCTpHOYTHB. Ha3BaHue AMCTpUOyTHBA NODKHO BKIIOYATh MMS TOJICHUCTEMBI U €€
BEPCHIO.

[ npeporBpaiieHuss HEOOOCHOBAHHBIX NPETEH3UH, B ClIy4ae MOBPEKACHHUS TUCTPHOYTHUBA,
METOJI YITAKOBKH B JTUCTPUOYTHB JIOJDKEH MPEyCMaTPUBATh MPOBEPKY IEIIOCTHOCTH AUCTPHOYTHBA.

I[HCTpI/I6yTI/IBLI MOTYT 3aIlIMCBIBATLCA Ha JII000M HOCHTEID WITH JKE pasMelIaThbCA B I/IHTepHeT.

5.7. TpeGoBaHue K TPAHCIIOPTUPOBAHUIO M XPAHEHUIO

JucTpuOYTHBEI MOTYT XpaHHUTHCS KaK HA (DM3MIECKUX HOCHTEIIX, TaK U Ha WH(OPMAIOHHBIX

pecypcax B HTepHeT.

B ciyuae xpaHeHus qucTpuOyTHBa Ha (DPM3MUECKUX HOCHUTENIAX yCTaHABIMBAETCS Takue TpeOOBaHMS K
MECTY XpaHEHUsI: OHO JOJDKHO OBITh CyXHM, UCKIIIOYATh MPAMOE IMONaJgaHue COMHEUHBIX Jy4Yel U IpsaMoe
BO3CUCTBHE DIIEKTPOMArHUTHOTO 1oJisi. CPOK XpaHESHUs ONPEAesIeTCs] THTIOM HOCHTEIS.
TpancnoptupoBaThcsa (HU3NUECKUI HOCUTETb MOXKET JIFOOBIM COCOOOM, HCKIIOYAIOIUM MEXaHHUYECKOE,
TEIUIOBOE U 3JIEKTPOMArHUTHOE BO3JICHCTBHE.

JuctpubyTuBbl, pa3MelEHHbIE Ha MH()OPMALIMOHHBIX PECYpPCax UHTEPHET, MOTYT KOIIUPOBATHCS JTIOOBIM

CHOCO6OM, BO3MOXKHO C nocnez[ylou_[eﬁ 3aIlMChIO HA CI)I/ISI/I‘{CCKI/Iﬁ HOCHUTCIIb.
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6. TpeGoBaHuUsI K IPOIPAMMHBIM U HHKEHEPHBIM JOKYMEHTALMAM

B cocraB noxymenTaruu st cucteM SCADA 1 TeXHHYECKOTo 000py10BaHUS JOKHBI BXOJIUTH!

1)
2)
3)
4)

9)
6)
7)

TEXHUYECKOe 3aJ[aHuE;
TEXHUYECKOE OTMCAHUS CHCTEM (T1acIopTa).

TexHndyeckoe JOKyMEHTALNs MOHTAXHBIX CXEM.

TexHHuecKoe TOKYMEHTAIMH AIEKTPOMEXaHUYECKUX YCTPOMCTBO YepTex el 1 MOHTa)KHbIE
JIOKyMEHTaLUH.

lapanTHii 000pymOBaHMI 3aBOJICKHME 1 MOHTAXKHBIE.

Crnenudukanuii U3AeIUi 1 LEJIOM yCTPOHCTB.

pabounii MpoeKT, B COCTaBe:

*  crHenuQpUKaIus;

*  ONHUCaHHE MPOrPaMMBbl;

*  TEKCT IPOrpaMMBbl;

*  PYKOBOJICTBO MPOTPaMMHCTA;

* pykoBozacTo urwxxeHepa ACY u SCADA.

* PesepBHOe mporpammHOe oOecrieueHus i Bcex ypoBHel cucteM ACY u cucrem
SCADA. (WMHCTaJUIAIMOHHBIE KONWH WM TOTOBBIE HOCHTEIH C paboynMu

MIPOTPaMMBIL. )



