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RMG gbgerm®o 0bg3dol@®m«gd@eneol me @m3sEosbg, MLsgmmbmgdol mBemvbagarymas sboso msmdols
0656359M0L 3ol gMgdoo:
3563BH0BoGHMML Mbos g95Bbgls G98c0ga0 BH9dbogmMo sbsliosmgdengdo:

1. 000MgMEo 3esbGgmo vbs 89a90Mm©IL 5M3Bs3wd MO B0BOIMEMO F936M0LY0
[6) 35300079 x990 4xPhysical Gateway].

2. 00mMmYME 3slEGgol Mbos QooBbgl Active-Active o Active-Passive 3505¢0da06M0@ M9gs0ddo
9d5mdOol GlodgdMd.

3. 000MmgME 3esbiGgMob (9309l dmemol »bws begdmgl Lgliogdols s 3MbxoyMGsgool
LobJOHMBOB30S O MOMMYEo Lglios 1S BELOMPIOdMEIL dol J0b0dMI gMod 93O BY.

4. Active-Active 950330 00mMmgM 3esli@gHdo oG30Mmmds Mbs Boforgdmogl
533MA5GHv6 M9g:100do.

5. VPN, Networking and Clustering, IPS, Application Control, URL Filtering, Anti-Virus, Anti-Bot, Network
Policy Management, Logging and Status, HTTPS Inspection, Sandbox - Bsdmmgwowo &9dbozwmeo
9oboliosmgdgd0 b FIM0E 96 0dbsL Fodmygmazoo 56 Bsdgbgdmwo woEgbBogdom.

6. 000mMY IMHYmd0WMdsbY SSD BHo3ob dmbozgdoms bsbsbo - s65bs3egd 240GB

7. ©@mygd0l Mbs 06sbgdM©aL 565653090l 30 Y. MAGOOL goaBobs Fglodegdgwo Mbs oymls
09039 3PoOHIMgdol wmyo®gdol LolBgdsbg 96 Syslog bgz96MBY.

8. 00mMmgME 3asliEBgMHdo sGBYOdE Y39 §9360L Mbos 209hbgl 99990 B3bJgombaocro s
399603960 JobslosMgdgdO:

56p6530d - 4x GE RJ45;

o 56pbs3d - 4x GE SFP;

o 5>™®b53wd - 1x GE RI45 HA/Synch Ports;

Network interfaces o 56bs3emd - 1x RJ-45 Serial Console Port;

o 56pb53d - 1x RJ-45 Dedicated Management
Port;

o 56pbo3ed - 1x USB;

o 5b53d 1 x AC ¢n3ob. [Ls Fotrydol

Power d900H3935d0 9L ddgO *H ogels Igefy
339000 Aol @ds Eds. ]

e Statefull Firewall+Application Control
Throughput - 5G5653¢0gd 1.6 Gbps

e [PS+Application Control+AV+Cloud Sandbox
Throughput - s65653¢0gd 900 Mbps;

General Performance e IPSec VPN Throughput - 56s653¢090 1.3 Gbps;

e New HTTP sessions per sec. - 565653¢090 8 600;

e Maximum HTTP concurrent sessions -

50356530090 128 000

Insert Details

e IPSec VPN:

- Topology types: User-to-Site, Site-to-Site,
VPN Point-to-Point, Point-to-Multipoint.
- Peer authentication methods: certificate, pre-

shared key.




Peer identification methods Distinguished

Name (Subject), FQDN (hostname), IP address

or User FQDN (email address).

IKEv1, IKEV2 support.

Supported cryptography algorithms: DES,

3DES, AES128. AES192, AES256.

Supported hashing algorithms: MD5, SHAI,

SHA256; SHA384, SHA512.

Diffie-Hellman Groups: 1, 2, 5, 14, 19, 20.

NAT Traversal support.

SSL VPN:

SSL VPN connection methods: via VPN User

Agent, via Web-browser (agentless).

VPN user authentication: local, external,

multifactor, SSO.

User security policy compliance check

support.

User access restrictions support considering

used applications and SaaS.

Captive Portal customization support.

Split Tunneling option support.

Encapsulation and inspection abilities:
- GRE
- Optional - Non-encrypted IPSec,

Transport mode AH IPSec, General
Packet Radio Service (GPRS) Tunneling
Protocol for User Data (GTP-U).

Network and other technologies

Supported L2/L3 features: VLAN, L2/L3
Subinterfaces, LACP, Jumbo Frames, LLDP,
Loopback Interfaces;

Static/dynamic routing, PBR, VRF and Path
monitoring support;

Supported dynamic routing protocols and
features: RIPv2, OSPF v2/v3, BGP4, Route
Redistribution, BFD;

Multicast options: IGMP, PIM-SM, PIM-ASM,
PIM-SSM, SPT, RPF;

IPv6 support: IPv6 management, IPv6 routing,
IPv6 VPN, full IPv6 NGFW, NAT46, NAT64,
IPv6 IPsec VPN;

Interface operational modes: Span Monitoring,
Virtual Wire Pair, L2 Transparent, L3/NAT;




NAT features supported: SNAT, DNAT,
static/dynamic NAT, PAT, DNAT with DNS
Rewrite, DHCP Relay;
Built-in DHCP and DNS servers;
Statefull Firewall functionality;
QoS support regarding applications, users, URL
or other conditions;
SD-WAN options:
Support latency, delay and packet loss
conditions for path selection;
SD-WAN monitoring support for VPN
connections;
Support ZTP feature and automatic devices to
SD-WAN inclusion
Supported Forward Error Correction and
Packet Deduplication features
SaaS direct connection monitoring feature
support

Web-interface or CLI
Read-only, restricted or read-write modes
support

IoT access control:
Automatic detection and classification of IoT
devices.
Automatic vulnerability determination and
evaluation of risk.
Automatic policy applying to IoT devices on
the firewall.

Optional
ALG role supported for: SIP, SCCP, MGCP,
FTP, RTSP, MySQL, Oracle/SQLNet/TNS,
RPC, RSH, UNIStim, H.225, H.248;
Ability to add X-Forwarded For header to
HTTP packets;
Dedicated separate resources for management
tasks.

Authentication and PKI

Local user database;

Ability to authenticate users via open XML API,
Captive Portal, WMI polling, NetBios and
‘WinRM methods;

Supported authentication protocols: LDAP,
Radius, TACACS+, Kerberos;

Single-Sign-On and SAML features support;




Multifactor authentication features: integrated
token-server, SMS, Voice, Push, OTP delivery
methods. Integration with public authentication
services (eg, OKTA, DUO, UbiKey, RSA);
PKI and certificates features: X.509 standard,
SCEP, CSR, OCSP support;
Third party HSM integration support;
SSL Inspection:
Exceptions for certificate check for known
services.
Flexible settings for certificates that do not
pass validation
Port mirroring option;
TLS 1.3 support
SSH inspection support.

High Availability

Supported HA modes: active/active,
active/passive;

Link and connections monitoring;
Configuration, routing table and connection
table synchronization support;

Virtual appliances clustering support;

Geo clustering feature support.

Application Control

Defining type of application that uses standard,
non-standard and dynamic TCP/UDP ports
using: application signatures, protocol decoders,
context signatures, heuristic and behavioral
analysis;

Ability to define types of applications which use
HTTP 2.0;

Custom application signatures creating support;
Ability to block files depending on their
extensions and applications that allow them to
be transferred. Ability to customize user
warnings about trying to download files that
may contain malicious content;

Security Systems

IPS:
Vulnerability protection using various sources
of signatures (eg, third-party sources, own
team of developers, Cyber Threat Alliance).
Blocked packets/files logging.
Ability to create custom IPS signatures.
Ability to make exceptions for certain IPS
signatures.
Brute-Force attack signatures.




Optional - Cisco Trustsec integration support
(SGT tags reading and applying to
information-based security policies).

Antivirus:
Inspected protocols: HTTP, FTP, SMTP,
POP3, IMAP, SMB.
Built-in machine learning techniques to
detect and block PowerShell and JavaScript
scripts.
Cloud file behavior analysis service support
(Cloud Sandbox) and ability to receive
signatures in real-time.
Flow scanning antivirus mode without file
caching
URL-filtering:
Real-time DNS/URL filtering using cloud or
local databases.
Comprehensive URL categorization.
Custom URL categories support.
Ability to grant access to individual blocked
web pages using an additional password
Safe Search support (Google, Yahoo,Yandex,
Youtube)
Customizable web-block pages
Ability to request the URL category change
directly from the device web interface.
User credentials theft protection.
Optional - Using external dynamic
URL/DNS/IP addresses lists from external
sourses (e.g. Spamhaus, etc.).
Optional - Use built-in machine learning for
detection of malicious and phishing URLs.
DNS Security
Malicious domain name database updated
from a variety of sources, including the
vendor’s security research center and third-
party sources.
Optional - DGA and Fast Flux attack
prevention using machine learning
techniques.
Optional - Tunneled DNS traffic inspection




Ability to analyse suspicious DNS queries and
localize compromised hosts using DNS server
response substitution feature or similar to it.

(Optional) DLP:
Supported protocols: HTTP, FTP, SMB
Object inspection by: file extension types,
custom templates using regular expressions
Ability to use pre-defined filters and templates
for third-party cloud services (eg, Microsoft
Azure, Titus)

DoS/DDoS protection:
IPv4 and IPv6 DOS/DDoS attack and scan
protection, such as: TCP/UDP/SCTP port scan,
ICMP sweep, TCP/UDP/SCTP/ICMP flood
(source/destination), etc. by limiting the
amount of traffic of the protocols or limiting
the number of TCP connections for each
individual source.
Syn-Cookie feature support

Management, monitoring and diagnostics

System access support via: HTTPS, SSH, Telnet,
serial;

SNMPv2/3 and Syslog (BSD, IETF extensions)
support;

Netflow v9.0 support;

Integration with the centralized management,
monitoring and reporting system;

E-mail notifications and alerts. Ability to self-
determination of the risk level for various event
types;

Advanced visibility and individual dashboards
by categories:

Used applications

User activity

Tunnel and VPN activity

Activity on SSL traffic (used cipher suites,
connection errors, etc.)

Threats.

Advanced logging by categories:

System events

Traffic events

Security events




Decryption events

URL-filtering

Tunnel and VPN events

User activity and authentication events
Automatic log correlation;

Reports autogeneration and scheduling:

by information categories (blocked threats, user
activities, applications, etc.)

Report customization support

Ability to view reports via the device's web
interface

Optional - Exporting supported formats: PDF,
CSv

Optional - Built-in troubleshooting tools:
Policy optimization tool

Packet capture tool

Active connection monitoring tool

Traffic and threat global map

Optional - Ability to use additional tools
providing best practices recommendations,
converting configuration for easy migration,
quick deployment and so on

Sandboxing

Sandboxing )65 BHMb3grymzL 9.4
Zero Day Attack 3030l 99&930Lg96 o;3390.
Sandbox 505§9Y393H0w90s Mbs sbgbogl
569403900b, ©M3T9bEHIO0L, 3500 MOl Ko3s
Q5 BE99 Go0gO0L GIMSE0L, OrYME3
Log3mbB™ J003)0 RS0GOS s19Y39 390
A®5530300056: doc, .docx, .exe, .jar (not
executable only).PIF, .PDF .pkg, .ppt, .pptx, psl,
RTF .rar, .Seven-Z, js, .xls, .xlsx, XML .zip,.bat,
.vbs, (%)...

396530990 bobEgdgdol FboMoF M
d0b603dw3: Windows 10 s Customized Images.
98995300l dMs30 Mbs sbgbwgl
06L39dBH0MgdsL, 9830, 5033900L s
903w 96900L 20ogHzbsL.
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5b65er0BobL FodegdEMds.
39059390 ds 16> sbgbegL
3509d0L GIMES305L JerorIdo
906085¢M0 BMI0ob 56015653090 15 8d-9.
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99b3wMmoGob g gdolL BEoE0sdo - 56w
05650 Bobsd gogdzqds Shell-Code o dmbgds
05350 300 Bo@3060m35/d9L6e9ds.

e Sandbox go05(9Y39GH0wgds Mbs sHgbogl
099 9d0L 1356060935 9. BmbEsdo Zero
Day s Malware &030l 99¢&93900Lgob
053005b5(3935C.

e Sandbox gosHY39GH0wgds mbos
529690069009 GO b0l
00MMIM0 BS50OL 565¢r0Bol Jglobqod.

o L5FoMmMId0L oMol d9dmbgggzsdo,
LobEgdols »bs dggderml 58539
30om3mgdeol Sandbox Appliance-bosb
06@9365305 3M0GH0320 BS0E9dol
(©®329895(900b) @wm3s)Ho
995:300Lm300.
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53059ma30em909l 8990093 ($H3g603m® dmmbmzbgdl:

390050943930 gds 96 0gmb (396GHM0HIdMEo BoD03MM0 b 30MEHWSEMEOO IMYMOOEMDS S
399Bbgl M55803Mwo 06EHIOBRIOLO. MBS F>OMs3ILB Jugeol 39M0TgEHMDBY IBbMIZLYdrE
0656350190900l 3eoLBHIOL 5Mbs3egd HTTPS, SSH oo SNMP 360m@™3mmmdoom.

B950MH30¢900L FoMHMZ0L LTI gds - 565653090 5 BsoMZMEo

WMYGO0 - 5056530090 40 00 oddo

06094069390 WwMmYgdo - 5M9653¢gd 3000 §sddo

9.0 Sustained 069JLoM9dMEO MAGOO - 5GH5Bs3engd 1000 §sddo
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51939 290050939G0wGdL Mbs Ro9BBPIL 505653 gd F98gR0 BMbJ0Mbsero:

Mb5x3MNMIOOL FoOMZ0L 3Hgdbmerma0gdl Mbs Aoshbl role-based 5EB0bOLEHMOMYIOL MRWGdJdOL
d0b0Fgdol IboesFgMo.

3905%Y393H0wgds Mbs sbgbwgl yzgwms Haliol 3emEHM3MoMgdsl s dmbo@m®m0bl.
3905%Y39GH0wgds Mbs sbgbgl m3zegbgdol 3MMEM3ME0Mmgdsl 439ws 0bEIM0MmYdY
MLBogOMbMYO0OL 39dbmeEog00sb.

939605 FMMbsol M350 gMHGOOL BodwseEgdsl MBS JooBRbYL Lodogdm LolEgds.

360 GHM3M0Mgd0ol LobEgdols Mbs 2o9BbIL MLBOBOHDBM OB Mbs3gdmMs oo3Egdolm3zol, Moms
5033900 04658 0683053057 90LBIE30MGOMWO F3MBs, 580GMA Foshy39E0ds Mbs 0gmls
©530x8OHYMWO S 25©0MmEIL 65930¢Mmd0L T9Im{dgdsl.
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3905094393093l b gosRbgl 3MbROYMOOMYBIO M95303900: MLOBOPBMYOOL 803560
P9Lgdo, P2P, VPN &bgerol dotomoo dmdbds®mgdegdo, Jugwwemo G6Msgolzo s bbgs balataqdwm
0653 3o300.
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©053M53900L LbgosLbZs BH03gdom.
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9mIboMm909wms 0095EGH0R035309, IMDOEMO (3Mds, 93¢035(30900L 3MbEHMM™Meo, URL-
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