NETWORK-WIDE PROTECTION COVERAGE 
· Real-time Inspection & Detection of Content 
· Detecting Policy Violations in Real-Time 
· Coverage of traffic transport types: 
· Email  
· Web (HTTP / HTTPS) 
· FTPS / SFTP 
· USB / CD 
· SMB 
 
CENTRAL POLICY MANAGEMENT 
· Selection of data type(s) and user group(s) - also using Active Directory 
· Enable exceptions - allowed users 
· Traffic direction - enforce on outbound or inter-departmental traffic 
· Pre-defined policies and content data types 
· Incremental exposure of specific policies per different user groups 
· Integrated Logging and Event correlation 
· Customization of internal quarantine 
· Granular protection control - easy-to-use protection profiles allow administrators to define signature and protection activation 
· Ability to create custom rules that match the security needs of network assets 
· Predefined default and recommended profiles - provide immediate and easy use out-of-the-box with profiles tuned to optimize security or performance 
 
ADMIN MANAGEMENT  
· Operational – Provides summary information on the entire system, including deployed agents & appliances, health status, events, report notifications, jobs scheduled & queued, and policies deployed 
· Alerts – Shows the total number of alerts generated by a rule or policy over a specific period 
· Events – Displays an overview of general data events across the enterprise, including total activity, activity by application, and activity by user 
· Network – Shows data-in-motion activity and policy violations for network, email and web 
· File Inventory – Reports on data-at-rest; a near real-time inventory of all classified files on a given computer 
· File Discovery – Provides information on discovery policy violations 
· Advanced Reporting – Filtering by rules, users, groups, time  
· User friendly interface 
· Status dashboards 
· User friendly reporting 
· Possibility to create custom reports 
· Possibility to schedule reports 
· Management of suspicious events/incidents 
· AD integration for Authentication 
 
EVENT MANAGEMENT 
· Real-time and history reporting of DLP events 
· Incident correlation 
· Graphical incident timeline 
· Easily configured custom views 
· Event / incident management workflow 
 
CONTENT-BASED CLASSIFICATION 
· Keywords and Dictionaries 
· Regular Expression (Regex) 
· Exact and Partial Record Matching 
· Statistical Analysis 
· Metadata matching 
· Optical character recognition 
· Advanced image recognition 
 
MANUAL CLASSIFICATION 
· Compare files manually 
 
REQUIREMENTS 
· OS Flexibility 
· False positive bypass option (Mitigation) 
· Watching clipboard and ability to create rule on custom application(s) 
· Password protected file analysis option 
· Ability to create rule for detection of unknown file types 
· Working in a safe mode 
· Rule Violations by User - Identify trends for individual users or computers at day-level granularity 
 
 
LOAD AND SCALABILITY 
· Load on endpoints 
· Main factor contributing to system load 
· Minimum recommended system requirements 
· Scalability of endpoints to management console 
 
 
INTEGRATIONS 
· Proxy (Checkpoint) 
· Email gateway (SMG) 
· Antivirus (Symantec) 
· SIEM (ArcSight) 
· Encryption (Symantec PGP, Bitlocker) 
 
MONITORING/ANALYSIS 
· Protection of Webmail vector 
· Unicode support 
· Image recognition capabilities for Unicode 
· Working with encrypted files/password-protected files/archives 
· Analysis of file upon change of file contents 
· Analysis of file upon change of file metadata 
 
SUPPORT 
· [bookmark: _GoBack]Solution has local (Georgian) support 
· SLA 
· Software update policy 
· Delivery of software updates/packages 
· Training for Liberty Bank employees (3 persons)

